- StillSecure | VAM

Eliminates risk through end-to-end vulnerability management.

VAM differentiators \  The StillSecure VAM™ vulnerability management platform identifies,

« Comprehensive vulnerability management - dis- manages, and repairs network security vulnerabilities.
covery, scanning, repair management and verifi-

cation, and compliance reporting VAM manages the vulnerability remediation process from end-to-end, allowing you to

quickly and systematically fix the vulnerabilities that expose you to attack. Updated up to

* Repair accountability - workflow tracking and hourly with the most current vulnerability signatures, VAM scans for vulnerabilities using
transparency scheduled and on-demand scans. The vulnerabilities found during scans are managed by

o Open architecture - enables integration within VA‘IV\.'.s echusiveI.Vulnerability Iiepair W(;rkflow.“f". VAM tricks all scanning‘and remediation
the IT environment activities and delivers a range of reports for auditing, compliance, and security management.

* Enterprise scalability - deployed and managed Designed for both large-scale enterprises and mid-size organizations, VAM can be
across complex networks deployed two ways:

A turnkey vulnerability management system
An enterprise-integrated vulnerability management platform

The VAM Integration Framework™, shown below, allows external systems, such as patch
managers, third-party scanners, and trouble ticketing systems, to import / export and act on
VAM data. This open architecture transforms VAM into a centralized command and control
center for all vulnerability data and repair processes.

The VAM vulnerability management platform
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Through the integration framework, StillSecure VAM serves as a central command center for managing all vulnerability-related processes and data on your network.
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The VAM process — Find and fix the
vulnerabilities that could shut down your network

The core VAM process, at right, provides a repeatable, systematic,

turnkey approach for finding, tracking, and repairing network vulnerabili-
ties. Built around a device- and vulnerability-centric workflow, the process
is specifically designed to meet the complex requirements of vulnerability

management.

() Network inventory

Eliminates the security risk from rogue devices
Run ad hoc and/or on a regular schedule, Autodiscovery™ identifies,
maps, and inventories all devices on the network down to the OS and
application level.
e Fast device inventory - Tens of thousands of hosts discovered in minutes
* Rogue device identification - Eliminates risk from unauthorized devices
¢ Improved control over complex networks - Provides IT managers with con-

The VAM vulnerability management process

0

Inventory

trol over the entire network, including segments they may not have com- 0 Managing the repair process

plete authority over.

0 Systematic vulnerability scanning

Automated 24/7/365 protection; on-demand responsiveness
VAM automates all steps in the vulnerability scanning process, maximiz-
ing protection and minimizing system administration.

¢ Systematic scanning - Intelliscan™ automatically determines
appropriate scans to apply to each device

¢ Maximized scanning efficiency - Minimal impact on network resources

¢ Scheduled scanning - Mission-critical devices can be scanned hourly or
daily; less-critical devices can be scanned weekly or monthly

¢ On-demand scanning - Efficiently assess network changes and new threats

¢ Custom scanning profiles - Meet organization-specific requirements

¢ Automatic scan rule updates - Up to hourly updates for protection
against newly discovered threats.

() Automatic assignment and notification

Built-in accountability and communication

¢ Automatic assignment - Vulnerabilities assigned to individual(s) respon-
sible for repair

¢ User-specified notifications - Management and other affected parties
notified of repair status

¢ Ongoing status updates - Relevant assignments/notifications triggered
at each step in the repair process

VAM doesn't just identify network problems - it solves them
The exclusive Vulnerability Repair Workflow™ tracks each vulnerability
from the time it is discovered until repair is verified.

o Prioritized repair schedules - Driven by importance of the host device
(see figure below)

o Detailed vulnerability tracking - Including responsible party, repair mile-
stones, and repair progress

o Automated patch instillation - Through integration with Microsoft® SMS

o Verification scans - Automatically performed on reported repairs

e Complete device history - For meeting compliance and auditing requirements

e Collections - Filter/view device and vulnerability data based on user-
selected attributes.

() Targeted reporting

For auditing, compliance, and security management

* Multi-level reporting - Generated on a corporate or workgroup level

e Actionable - Provide concise security status information and specify
responsibilities for updates and repairs

o Filterable - By workgroup, device, vulnerability, scan activity, etc

o Targeted for multiple audiences - Specific reports output for managers,
auditors, and IT staff

* Reports include: Executive status report, Vulnerability details,
Vulnerability frequency - current, SANS Top 20 internet security vulner-
abilities, SMS patch summary, Ignored vulnerabilities.

Accountability across
the enterprise

VAM's workflow improves
productivity, ensuring resources
are directed toward the most
critical issues. All repair activi-
ties are tracked to provide
complete traceability/visibility
throughout the repair process

as shown in the Repair schedule.
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Enterprise integration

The optional VAM Integration Framework is a set of application pro-
gramming interfaces (APIs) that allow external systems to import data
to, export data from, and act on vulnerability data within VAM's core
vulnerability management process (see figure below).

Through this open architecture, VAM facilitates the complete integra-
tion of the vulnerability management process within the IT environ-
ment. Thus VAM serves as a network vulnerability command center,
consolidating data and processes from other vulnerability-related sys-
tems, such as third-party scanning tools and patch managers. A repre-
sentative list of integratable systems is shown in the figure bleow.

VAM provides a centralized common view of all vulnerability data,
including both VAM-generated data and data from external systems.
VAM streamlines the vulnerability remediation process, ensuring that all
vulnerability-related operations are executed with a consistent level of
effectiveness.

The VAM Integration Framework provides:

Centralized management of all vulnerability data - A single, integrated,
end-to-end repository where all vulnerability information, activities, and
data are managed.

Vulnerability management across disparate systems - Integrates with
third-party and internal systems to provide an auditable workflow.
Leveraging of IT investments - Increases the value of existing IT systems
and processes, streamlines security administration, and reduces training
and management costs.

Proactive risk mitigation - Requires less overhead and provides a repeat-
able means to continually mitigate the risk of an attack on the network.

Integration with StillSecure Border
Guard™

Shield at-risk devices from attack

The device-specific vulnerability data generated by VAM can be
exported to Border Guard, StillSecure's network intrusion preven-
tion/detection system (IPS/IDS). This correlation of vulnerability
data (VAM) with attack data (Border Guard) creates tremendous
efficiencies and shields your network's weakest points from attack.
Correlation between VAM and Border Guard is an integrated, auto-
mated process.

By importing data from VAM, Border Guard knows which hosts are
vulnerable and creates a protective shield around at-risk devices,
automatically terminating attacks and other malicious traffic directed
toward them. The result: a highly protective environment that pre-
vents devices from being hacked while they are in a vulnerable state.

Enterprise scalability and management

Flexible deployment tailored to your environment

VAM scales seamlessly, from simple LAN deployments to enterprise-
level networks. Managed from a single Central server, multiple
Distributed scanners (DSs) can be deployed to provide the cover-
age required (see figure on page 4). DSs enable VAM to scan
through or behind firewalls (and other access control measures) and
across geographically dispersed networks.

Additionally, VAM's Groups, Collections, and role-based permis-
sions features provide enterprise-level management of devices, user
access, and reporting. Using groups and collections, you can create
a hierarchical structure tailored to your organization and assign
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Company names, product names, and other trademarks referred to above are the property of their respective trademark holders. None of these
trademark holders are affiliated with StillSecure, our products, or our website.

VAM leverages your IT tools, systems, and processes and embeds vulnerability management within routine IT maintenance and management activities.




